C2406 Reseoveh Divechows Cow\pu:‘-\v\%
24%* May 200t — REVIEW OF QUANTUM CRYPTOGRAPHY

- Usiv\g quam‘hm oYocks we con solve Me Pm’o\ew\
o-? key distnbution

— If o secret key K i excyovxc?ed i pecfict secrecy,
WMesSeoes o be encry P{‘g omd eory P{-eci uning

pecfect oyptosystews (E, D)
DK{EK{‘M“ =W

THE BASIC \DEA OF QUANTUM KEY D\STRRUTION:

1. Toke a Sequence o@ bits {bt} .
2. MQP each bit to a. shote N’{? using

basfs B or .
2. The owmly woy to vecover each b, is \:5
using the some basis (’or c\ecodfnsz
Sif the covvect bosis is usecl, covrect vesult
1€ the wrong basis is used, result & vandom!

PHOTONS :

a 0 to |- Qc‘-\@\ abeM<93>
:LA:S&'1":O\'(‘>} ; - S

Map o 0 1o 17> 1 Dicgonal basis @)
mjz4+o\\>i 3 )
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EAVESDROPPER :

s Recowves a P‘nobn e.4q. ""*>

» Qhe doesn't know the basis used, so dhe chooses:
+if' she uses B she obtains > and kvows

Hisa O
+ i she uses @ she obtaius:

| 725 with 50% PV‘OEOJNLH, and
mtevprets it as a O ;

NS with 50% pvobo&ﬁ%, owd
iw\'evpvt\'s tas a4,

The sowe applies for the Legitimate vecoiver

To corvecd ERRORS or c\{qemces b, Alice and
goL's sequences, ‘E\\eg Pef{ofm

"Reconciamion’

d !'Scussfna ‘Hr\e EQSQS ‘“\Qj uSQCl oveYy" o P\a\:Q\'C

C\YW\QI.

— Whatever the eqvesclvoPPer lears ot Hhis Poiv\t

is of no use, because s Yoo fake Yo moke

weasurewmaevts QSOSV\.

@



USiv\g Entang\ement {’or QKD
What 1s an EPR-pac?
> A pair of comeloted qubits (14Y, 14
v i 1)

such thot wmeosuring one of

co\\mPses Hre state ef the othes

To do ke dishbibuhion, an EPR source vodes
N paiz (g, W) ond sends > to Alice

1

(the sender) and | do Bob (the vecaiver)

When the po/o.r/'suﬁ'on of W is meosured,
measuring 14y will give a. known result
(anel vice ‘verza)

An eqvese\roﬂper’s on\3 \noPQ ic 4o oHack the

EPR souvce and to oot W) o Y,
ln this cose, the ;:?r w'“cjabe Ai‘sl-urbecf ond Alice
ond Bok's qubﬂ's wil) ot wateh |

go AQAC.Q ond Bob moke measurements and eompare
their results. If their resulls ore diffesent when the

some measwement basis was used, they know they
hove detected on eaves dvoppgn So -Hnaj start again,

GOOD LUCK WYTH YOUR EXAMINATIONS!
Q
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