SE
EC
CU
URIIT
TY AND
D PR
PRIV
VA
AC
CY
YG
GO
OVE
ER
RN
NA
ANC
CE
E IN
I CLO
OU
UD
D
COM
CO
MP
PUT
TIING
G VIIA
A SLA
As A
AND
D A PO
OL
LIC
CY
YO
OR
RC
CH
HES
ST
TRA
AT
TIO
ON
N
SERV
SE
VIICE
E

Marc
M co Cas
C sasssa Mon
M nt1, Kieerann M
McC
Corrry2, Nick P
Pappanikoolaoou1, Siaani Peaarsoon1
1
Clo
oud and
d Seccuritty Lab, HP
H Labbs, B
Bristtol, U
Unitted K
Kinggdom
m
Enter
E rprisse Servi
S ices CTO
O Of
Officee, H
Hewleett Pack
P kardd Ltdd, Unnitedd Kiingddom
{m
marcco.caasasssa-m
mont,nicck.paapannikoolaou,siaani.ppearrsonn}@hp.ccom

2

Keeyw
words:

cloudd seccuritty, priva
p acy, SLA
As, deciisionn suupport syystem
ms, enteerpriise ccom
mputiing, info
ormaationn go
overnnancce

Abbstraact:

We
W prese
p ent in
i thhis pape
p er thhe noovell connceppt off a ppoliccy orrcheestraationn serrvicce, which
w h is dessigneed to
o facilittate
seecurrity and
d priivaccy gove
g ernannce in tthe enteerprise, parrticuularlyy foor thhe ccase whhere varriouss seervicces are
provi
p idedd to thee ennterpprisee thrrouggh exter
e rnal suppplieers in the
t clouud. Thee orcchesstrattion serv
vicee meediaates
betw
b een thee entterprrisess’ in
nternnal deciisionn suuppoort syste
s ems (whhichh inccorpporatte core securityy an
nd priva
p acy
reecom
mmeendaation
ns) and thee clooud--baseed sservice provvideers, whoo arre asssum
med to be
b boun
b nd by
b contr
c ractu
ual
seervice levell agrreem
mentts with
w the
t ente
e erpriise. The
T funnctioon off thee orcchesstrattion serv
vice,, whhich is innten
nded
d to
be
b acces
a ssed
d ass a truustedd seervicce in
i tthe clouud, is to ensuure thaat appplicablle secu
s urity annd priva
p acy
reecom
mmeendaation
ns are
a actiioned by
b
serrvicee prrovidderss thrrouggh adeq
a quatte moni
m itoriing and
d ennforccement
mech
m hanisms.

1

IN
INTR
RO
ODU
UC
CTIION

T pote
The
p entiial offer
o red by clouud com
c mputtingg forr the
prroviisionn of coore bu
usiness seerviices aanyttimee,
annyw
wherre, to
t anyo
a one is hugge. Cuustom
merrs of
o cloudd
seervicce providers hav
ve acccess too pooten
ntiallly vasst
coomp
putaation
nal ressourrces (nnot justt raaw com
mpuutingg
pooweer, butt also
a
daata stoorag
ge andd netw
n workkingg
innfrasstru
ucturre), annd ennterp
prises aree enti
e cedd too
ouutso
ourcce core
c
buusineess acttivitties andd fuuncttionns too
thhe clou
c ud due
d to the beeneffits of redu
r ucedd cost andd
inncreaasedd effic
e cienccy thatt caan be thuus mad
m de. IIt is
acctuaally possib
ble to outtsouurce thee work
w k off enntiree
buusin
ness unnits to prov
p videers of clou
c ud-bbaseed bbusiiness
sooftw
waree, suuch as
a Sale
S esforrce.com
m.
H weveer, secu
How
s urityy conc
c cern
ns and
a
woorriees oveer
cuusto
omerr prrivaacy havve proovenn too bee fuundaameentaal
baarrieers to thee ad
doption
n of cloud
d-baasedd serviicess.
Ennterrprisses thaat handdle larg
l ge amo
a ounts of cuustoomeer
daata need
n d to
o tak
ke num
n merouus mea
m asures to coompply with
w h
seecurrity staandaardss, data prootecctionn laaws, annd core
buusin
ness priincip
pless with regardss to
o preevenntinng hharm
m
too cusstom
mers’ data
d and
d theeir repu
r utattionss.
T
The
m del off in
nforrmaationn ssecuurityy
ussuall mod
mana
m agem
mennt withi
w in the
t entterprisee is givven byy the
liffecy
yclee deepicctedd inn Fiigurre 1. Thiis inforrmaationn

ssecuurity
ty lif
ifecyyclee iss a verry high
h h-lev
vel vieew of
o the
t
pprocessses thaat shhouuld be repeateedly
y caarrieed out
o in
ment seccuritty reequuirem
mennts;
order too asssesss annd impllem

F re 1. Thhe Innform
Figur
matiion Secu
S urity
y Liffecy
ycle.

w
we note hheree thhat speecifiically for
f priivaccy issu
i ues,
ttherre exxist similar mod
m dels of
o
infform
matiion
m
mannagemeent, inccluddingg forr exxam
mple priivaccy im
mpaact
asseessm
mennts (seee IC
CO 2009), buut we
w refe
fer to
t the
t
infoorm
matioon secu
s urityy liifecyyclee heere as thee sttartiing

point for our considerations. The lifecycle does not
specify how the processes of, say, risk assessment,
monitoring and auditing are implemented in
practice, whether through a cloud service or
otherwise. Our focus is on the governance of
information within the enterprise, and the processes
that enable both privacy and security requirements to
be satisfied.
What the lifecycle shows is that the handling of
such requirements within the enterprise is a cyclic
process, which requires constant re-assessment and
re-implementation of appropriate measures. For
example, risk assessments need to be conducted
regularly in order to determine necessary data
governance practices, which in turn need to be
encoded into policies and enforced using suitable
controls.
The objective in this paper is to describe a means
for automating information governance in
enterprises that outsource important information
processing tasks to external cloud service providers.
Our contribution is the design of a system
component known as a policy orchestrator or policy
orchestration service, and an accompanying
architecture, whose purpose is to automate a
significant part of the governance processes (mainly
the monitoring and enforcement of privacy and
security requirements) in this setting.

1.1 Related Work
Decision support systems for business
applications are covered extensively in Turban et al.
(2010). We note that there is a body of research on
algorithms for decision support systems that support
optimal selection of suppliers (see for example
Ghodsypour et al.); while in this paper we are not
interested in optimality criteria for supplier selection
directly, the idea of using decision support systems
to manage external suppliers supporting business
functions has some relevance to our ideas.
Governance, risk management and compliance
(GRC) platforms (see Gartner 2011) are widely used
in enterprises to monitor flows of data and ensure
compliance requirements are satisfied throughout
businesses processes.
Agent technology (see e.g. Padgham and
Winikoff 2004) is currently used at the end-points
(systems, apps, solutions and/or processes) to
enforce and monitor activities. However, most
current approaches involve manual steps to inform
these agents about what to do. Information has to be
gathered about the affected systems, including
required configurations and access rights; relevant
people need to be identified and involved to provide
this
data;
somebody
has
to
instantiate

templates/scripts based on the above details; various
enforcement and monitoring activities need to be
carried out. Potentially new decisions or decision
changes require repeating this process all over again.
Collaborative and knowledge management tools
are of relevance, particularly due to the complexity
of maintaining a large rule base. Knowledge
management techniques and tools are widely used
(see Alavi and Leidner 1999).
Workflow and scripting solutions exist widely
(see Jackson and Twaddle 1997 for an account of the
basic principles involved); the very idea of an
orchestration service is heavily inspired by
workflow management systems, as it can effectively
be regarded as a means to implement workflows for
decision support system recommendations in the
cloud.

2 HANDLING PRIVACY AND
SECURITY GOVERNANCE IN THE
CLOUD
In order to cope with the deluge of rules and
restrictions that need to be met, enterprises use
special information governance platforms, namely,
tools that enable managers, chief information
security officers (CISOs) and privacy officers to
monitor how data is stored, handled and processed at
different control points within the enterprise. In
addition, the use of decision support systems is
commonplace; these are automated tools that
intelligently generate lists of recommendations that,
when followed in practice, will ensure that particular
requirements (for our purposes, security and privacy
requirements) are satisfied.
Decision support systems do not usually include
means to enforce or action the recommendations
they produce; the output of a decision support
system is a visual display of information, often just
an itemized list of actions that a human user should
carry out. In addition, the usefulness of any decision
support system’s output is dependent on the
accuracy and completeness of its rule base; if the
rules that the system incorporates are not up-to-date,
or do not take into account all external factors, such
as, for example, all the different laws and
regulations that impact an enterprise’s security
practices, then that decision support system will not
serve its purpose well, and possibly lead to incorrect
decisions on the part of the human user.
We are interested in designing a system
architecture that helps manage an enterprise’s
information governance practices when it utilizes
cloud services from external suppliers. Our concrete
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Figure 3. Architecture for the Assurance Service
(where DSS = Decision Support System)

Figure 3 illustrates the high level components of this
Assurance Service. We assume the scenario of an
enterprise, with a set of security and privacy
requirements, which are fed into a decision support
system in order to produce guidelines and
recommendations. In the context of this paper, the
requirements relate to a business process that needs
to be outsourced to external, cloud-based suppliers
or service providers.
The suppliers are bound by service level
agreements, whose statements constitute restrictions
and obligations as to how the business process will
be carried out. The SLAs are fixed and are not
expected, under normal circumstances, to change.
We assume that various organisational decision
support systems interface with the orchestration
service by providing a “formal” representation of the
decisions that have been made, such as lists of
abstract, required actions and activities to be
enforced.
At the very core, within the Assurance Service,
there is an Orchestration Engine, driven by various
workflows (referred to as “workflow templates”)
that can be defined by administrators or as the result
of collaborative activities between various
stakeholders.
The Assurance Service, by means of the Mapper
component, maps the inputs from decision support
systems into suitable workflows that need to be
carried out by the orchestrator.
Specifically, the orchestrator is able to identify
potential issues in the refinement process, for
example due to lack of information, conflicting
inputs or system unavailability and raise exceptions
to be handled by users.
The purpose of the orchestrator component is to
determine whether (and how) a particular business
process can be outsourced subject to the constraints
of the SLAs, and issues appropriate monitoring and
enforcement commands to the external service

providers. The orchestrator also takes a set of
templates (whose exact format depends on the
intended usage scenario – we will not specify this
here) that define how each type of recommendation
produced by the decision support system is mapped
to a technical policy and/or action command to be
executed automatically. For example, a security
recommendation that requires a given data set to be
restricted for exclusive access by a specified group
of users will be mapped to a technical access control
policy (for example, in the standard eXtended
Access Control Markup Language – XACML), and
a set of commands that can be executed to enforce
this access control policy.
In the ideal situation, when all information is
available, the orchestrator (by using these
workflows) will automate the following steps:

identify the suitable templates required to map
abstract actions into enforceable and/or
monitoring activities. We will refer to these as
“refinement templates”;

collect from the internal knowledge base the
actual information necessary to instantiate the
templates (e.g. involved systems, required
configurations, involved access rights, etc.)
and instantiate them;

interact with the relevant entities (people,
systems, applications, processes, etc.) to ensure
that specific actions/items are enforced or
monitored. This step could be mediated by
suitably deployed agents;

collect and consolidate audit logs from these
various entities.
However, as previously mentioned, this is not so
trivial. The details required for mapping actions into
actionable items might not be available; specific
configurations might still be needed; specific inputs
and authorizations might need to be provided by the
key stakeholders.
In this context, the assurance service, by means
of the orchestrator and an associated Portal,
orchestrates the interactions between the various
stakeholders to obtain the relevant information. This
is again driven by a set of Templates indicating what
information is required to enable the mapping of
abstract decisions into monitorable and enforceable
policies/actions.
The relevant templates might have previously
built by using the same collaborative service, by
factoring in input from different stakeholders, on
how to effectively map specific types of decisions
support system recommendations into enforceable
and monitorable actions.
There might be situations where the relevant
templates are not available. In this case, a process is
initiated by the assurance service/orchestrator to

generate these Templates, by involving the relevant
stakeholders.
Whilst traditional workflows aim at carrying out
various business process steps, in this context the
orchestrator’s main objective is to:
1. enable the refinement of abstract decisions
made by a decision support system, by
integrating know-how from different
sources and triggering the relevant steps,
including interactions with people and
systems;
2. support the creation of relevant templates,
for various types of decision support
system outputs.
The Portal is a collaborative web service where
various people in the organisation can register,
access various relevant information, based on their
roles (templates, knowledge bases, etc.), and
contribute to the specification of these information.
The Portal is not passive: it is used by the
orchestrator to require stakeholder interventions, if
necessary. As previously described, the orchestrator
(driven by workflow templates) will prompt the
stakeholders for the necessary information.
We envisage two main interaction mechanisms:

Stakeholders are asked to intervene and
provide information based on need – i.e. during
the execution of workflows. This is pretty
much standard practice;

The assurance service, via the portal, actually
provides a collaborative service where the
various involved people can interact upfront,
share information and collaborate to create the
various templates necessary during the
mapping process. In other words, this portal
provides an additional way to generate the
“templates”. These interactions might be
triggered
by
challenges
raised
by
administrators and decision makers rather than
just the orchestrations and/or involved
workflows.
In the latter case the assurance service and
orchestrator provide an active ecosystem where
various stakeholders, with different skills and
expertise, can collaboratively discuss and create
material that is relevant for the enforcement of
decisions, within the organisation.

4

REVIEW AND CONCLUSIONS

The main advantage of the orchestration service
is that it addresses the problem of enforcing and
monitoring decisions by:




Integrating input and contributions of various
stakeholders, by means of an automated
process
Enabling compliance with agreed decisions

Whilst common solutions in this space rely on
manual interventions and/or automated but very
specific solutions (with static knowledge bases valid
only in very restricted domains – subject to
expensive maintenance/extensions), the proposed
solution solves these problems by collaboratively
involving the various stakeholders in the process;
getting their input to update knowledge bases;
ensuring that templates, scripts and mapping
mechanisms evolve over time, based on needs.
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